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Updating your home WIFI router

Keeping your WIFI router up to date with the latest firmware and security patches, is a critical part of
cybersecurity and digital safety at home. Keeping your WIFI router up to date, will help protect your
family, school and work from cyber-attacks, while schooling and working at home.

The part of your WIFI router that needs to be updated is called Firmware. Firmware is the software that
runs your WIFI router.

Some WIFI routers have built-in firmware updating capabilities, check your manufacturer’'s website.

For those of you without built-in updates, or who do not yet have them configured, we will show you
below the basic steps to manually updating your home WIFI router.

Keeping your devices up to date is a key part of how to stay digitally healthy, think of it as a vaccination
against known illnesses. It helps keeps the digital sick from the internet away from your home, it is not
100% perfect but is needed to reduce risk.

In addition to keeping your WIFI router and other devices up to date, another great way to reduce your
risk is to take the free at-home personal risk assessment S2Me. It is full of helpful tips to keep your
family safe while schooling and working from home.

S2Me personal at home risk assessment.

https://s2me.io
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Step 1

Step 1 is to identify your WIFI router model number, this generally is found on the bottom or back of
your WIFI router. We have included a few examples below, your WIFI router may look different than the
examples below, but your WIFI router will have a label with your model number on it somewhere.

ACME Networks
Wireless braodband router

Model # 112345660

Username: Admin
serial # 12354584RXNZ Password: Password
mac address A1:2B:3C:4D:5E: 6F
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= < CenturyLink- Model Number: C1100Z
SSID: CenturyLink0204
Security Type: WPA2-AES
- Key/Passphrase cqxtn5gkkzaus5
WPS PIN: 55420525
GUI Address: 192.168.0.1
Admin Username: admin
Admin Password: Hadsee7j
Zyxel 802.11n WiFi Router
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AC1200 Smart WiFi Router  \WIAV LLINIK
A

Pagssit MAC 803F SDASEF 1E

C€ w

:.. Input: 5V == 2A
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Step 2
Google “update router firmware" and your model number.

Note: firmware is the name for the software that runs your WIFI router

For example, Google: update firmware router linksys wrt54g

Go gle update firmware router linksys wrt54g !, Q

Q Al [ videos [ images < Shopping [ News i More Settings  Tools

About 279,000 results (0.75 seconds)

LINKSYS' Wireless-
e T Sroatand Rou

Go to linksys.com -> Support -> Enter your wireless router model number (for example,
WRT54GS) -> Click on 'Get Downloads' -> Select Version number for your wireless
router -> Click on the download link under firmware section, which typically shows the
following information. Direct Download link for : WRT54GS firmware. Jun g 2009

8 www.thegeekstuff.com » 2009/06 » how-to-upgrade-linksys-wireless-... ¥

4 Easy Steps To Upgrade Linksys Wireless Router Firmware

@ About Featured Snippets M Feedback

L www.linksys.com » support-article ¥

Linksys Official Support - WRT54G Downloads
For instructions on how to update the firmware of your Linksys router using the classic web-
based setup page, click here. Was this support article useful? YES NO ...
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Step 3
Go to your WIFI router manufacturer’s website and find the support tab or link.
In general, it will look like the example below.

Click on the support link.

&« > C @ linksys.com/us/ + H @

I Apps B Home-FRSecure T, & World CI

L= UNTEDSTATES ~  WHERETOBUY FREE GROUND SHIPPING LOG IN/ SIGN UP conTACTUS YW o

LINCKSYS rrobucts RESOURCE CENTER { supporT 'm looking for

Now your WiFi can do more than
it ever has before.

LEARN MORE

Type in your WIFI router model number and click on your model, this will bring up the support page for
your WIFI router.

C @ linksys.com/us/support, % B REN - )
% Apps £ Home - FRSecure d Ti.
ZE UNTEDSTATES -  WHERETOBUY FREE GROUND SHIPPING LOGIN/ SIGNUP comcrus W@
LINCSYS  rrobucts RESOURCE CENTER SUPPORT

WELCOME TO SUPPORT

What product can we help you with?

wrt

Select your Linksys Product or Software

Linksys WRT32X AC3200 Dual-Band WiFi Gaming Router with Linksys WRT3200ACM AC3200 MU-MIMO Gigabit WiFi Router Linksys WRT1900AC AC1900 Dual-Band WiFi Router
Killer Prioritization Engine 200A WRT1900A
WRT32X

Linksys WRT1900ACS Dual-Band WiFi Router with Ultra-Fast Linksys WRT1200AC AC1200 Dual-Band WiFi Router Wireless-G Broadband Router
z CPU WRT1200A \ WRT54G

Linksys SE4008 WRT 8-Port Gigabit Ethernet Switch

- -
et R =t
- =

Wireless-N Broadband Router ‘ Wireless-G BroadBand Router

Wireless-N Broadband Router with Storage Link - Ultra RangePlus Wireless-N Broadband Router |, Wireless.G Router for 3G/UMTS Broadband
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Step 4

Click on the download / Firmware button or link.

< C @ linksys.com/us/support-product?pid=01t34000004650sAAI w @ o £l G H

i1 Apps £ Home-FRSecure T.. @ World Clock and T

Need Technical Support? Give us acall at 1-800-326-7114.
ZE UNITEDSTATES ~  WHERETO BUY FREE GROUND SHIPPING LOGIN/ SIGN UP conmerus W@

LINKSYS PRODUCTS RESOURCE CENTER SUPPORT I'm looking for

> LINKSYS WRT3200ACH AC3200 MU-MINO GIGABIT WIFI ROUTER

Linksys WRT3200ACM AC3200 MU-MIMO Gigabit WiFi Router

SKUWRT3200ACM  8----—__& ==

TFIUSERGUIDEPDF ' DOWNLOADS / FIRMWARE

Register Product

1
Contact Support: 800-326-7114
A
Q Search for Help with this Product &
s
SUPPORT TOOLBOX L)
_ L
B © % © = © = © a © A ©
About Y.aur Product Setup & \nstallat\cn. Login & Password Wireless Connectivity Adding Dev\ce? Advanced Configuration
i e i el e s
siing vork advanced settings.
Follow the instructions to select your specific hardware version, some WIFI routers have multiple
versions so be sure to get the correct one for your hardware version.
< C @ linksys.com/us/support-article?articleNum=207552 2 4 @ o = °

i Apps [P Home - FRSecure T.. &) World Clock and Ti...
Need Technical Support? Give us a callat 1-800-326-7114.

UNITEDSTATES ~  WHERETOBUY FREE GROUND SHIPPING LOGIN/SIGN UP concrus W@

LINSSYS  rropucts RESOURCE CENTER SUPPORT 'm looking for

WRT3200ACM Downloads Share he Aicle n u m E g

The hardware version is located beside or beneath the model number and is labeled version, ver. or V. If there is no version number beside the model number on your Linksys product, the device is version 1. If you still
have trouble finding your version number, see the complete article to leam more.

¥ Version 1.0

FIRMWARE

Ver. 1.0.8.199531
Latest Date: 2/13/2020
Download 41.7 MB

Release Notes

NOTE: After downloading the firmware, you need to load the file to your router to improve its functionality. For instructions on how to update the firmware of your Linksys Smart Wi-Fi Router, click here.

Was this support article useful?

YES NO
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Download the Firmware. You may see a security warning pop up. Double check to ensure you are at the
official manufacturer’'s website. Once you have confirmed you are at the official manufacturer’s site go
ahead and click keep.

This type of file can harm your computer. Do you
A Discard

want to keep FW_WRT3200ACM....img anyway?
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Step 5

Follow the manufacturer’s instructions for installing the firmware. Look closely for the link to the
installation instructions, sometimes it can hide in plain sight.

&« C @ linksys.com/us/support-article?articleNum =207552 r Bo =@ :
i Apps EP Home-FRSecureT.. & World Clock and Ti..
Need Technical Support? Give us acall at 1-800-326-7114. X
= UNITEDSTATES v 'WHERE TO BUY FREE GROUND SHIPPING LOGIN/ SIGNUP CONTACTUS !e
LINCSYS  probucrs RESOURCE CENTER SUPPORT I'm looking for
LINKSYS WRT3200ACM ACIZ00 MU-MIMO GIGABIT WIFI ROUTER » WRTIZ00ACH DOWNLOADS

WRT3200ACM Downloads —— n n m g

The hardware version is located beside or beneath the model number and is labeled version, ver. or V. If there is no version number beside the model number on your Linksys product, the device is version 1. If you still
have trouble finding your version number, see the complets article to leam more.

Select your hardware version:

~ Version 1.0

FIRMWARE

Ver. 1.0.8.199531
Latest Date: 2/13/2020
Download 41.7 M8

Release Notes

H NOTE: After downloading the firnware, you need to load the file to your router to improve its functionality. For instructions en how to update the firmware of your Linksys Smart Wi-Fi Router, click here H

Was this support article useful?

YES NO
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C & linksyscom/us/support-article/ZarticleNum=140365

i Apps EP Home-FRSecureT.. (D) World Clock and Ti.

Need Technical Support? Give us a call at 1-800-326-7114.

Z=  UNITED STATES ~ 'WHERE TO BUY FREE GROUND SHIPPING
LINKSYS  probucts RESOURCE CENTER SUPPORT
SUPRORT > LINKSYS WRTIZ00AGM AG3Z00 NL-MIMIO GIGABIT WIF| ROUTER > MANUALLY UPGRADING ALINKSYS SART W-F| ROUTERS FIRUMARE

Manually upgrading a Linksys Smart Wi-Fi Router's firmware

* E@o @

LOGIN/SIGNUP covmcrus W@

'm looking for

Srare e Artels n n m g

Fimnware updates are bug fixes and functionality enhancements for the router. Keeping the firware of your Linksys device updated s important because it fixes iSSUes you may encounter while using it. An updated

firmware downloaded from the Linksys Support site may also contain device feature enhancements that are not available in the previous versions.

Manually upgrading the router's firmware
Tuming OFF Auto-Updates

Manually upgrading the router's firmware

step1:
Download the latest firmware of your Linksys Smart Wi-Fi Router and save it in your computer. For instructions, click here.

IMPORTANT: I the firmware you downloaded is a .zip file, you need to unzip it before you proceed with the upgrade process,
NOTE: The name of the file may vary depending on the firmwiare file of your device.

step2:
Log in to your Linksys server account. For detailed click here

Step:
Click Gonnectivity.

Router Settings

6 % Connectivity

Troubleshooting

Wi-Fi Settings

Step 6

Once you have updated your WIFI router, check to see if you can turn on automatic updates. If you are
able, it is highly recommended you turn on automatic updates. This will make keeping your WIFI router
up to date with the latest security updates automatic and give you one less thing to be concerned

about.

Firmware Update

Automatic {Cumrent Version: 1.1.3.184306)

Check for Updates

Manual:

Nao file chosen Choose File

Time Zone
{GMT-08:00) Pacific Time (USA & Canada)
~ Automstically adjust for Daylight Savings Time

Activity Lights

ssble activity lights. Power li
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If you have questions or issues

#1 Call the WIFI router manufacturer’'s support number, we have included a list below of the most
common manufacturers.

#2 Call on your friends or family who works in IT, most of us have at least one person in our friends and
family network, who is tech savvy.

Common WIFI Router IT support numbers

LINKSYS 1-(800)-326-7114
NETGEAR 1-(888)-638-4327
ASUS 1-(888)-678-3688
D-Link 1-(800)-326-1688
TP-Link 1-(866)-225-8139
Belkin 1-(800)-223-5546
Cisco 1-(800)-553-6387
Apple 1-(800)-692-7753
Motorola 1-(877)-466-8846

Google 1-(866)-246-6453
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